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Anti-FakeU: Defending Shilling Attacks on Graph Neural Network based Recommender Model( WWW 2023)
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Adaptive Fair Representation Learning for Personalized Fairness in Recommendations via Information Alignment(SIGIR 2024)
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Adaptive Fair Representation Learning for Personalized Fairness in Recommendations via Information Alignment(SIGIR 2024)
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Adaptive Fair Representation Learning for Personalized Fairness in Recommendations via Information Alignment(SIGIR 2024)
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(a) A knowledge graph of users and items

(b) Extracting explanation path

Mention —>Produced by —>Purchase
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Original User Histor Top 3 Recommendations
g ry I
Original User History Top 3 Recommendations ¢ We c
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Dead Men Walking oo rp— The Silence of the orlds (1953)
(1995) el () e (1973 Lambs (1991) Mission toMars ~ Forbidden Planet oo | Recommender Alen (1979
i Recommender (2000) (1956) aht¥excs (1958) ien 4
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" N — Masked user history for explaining
Masked user history for explaining "The Shining” Top 3 Recommendations.
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(a) Example User 1

(b) Example User 2

th 'ar b‘a.dv brice and it works. Can't do much more
than that. We'll see how long it takes me to wear it
out.

For the price, | would definitely buy again. It's sturdily
constructed, bright, and feels good in hand.

I love this camera. It is amazing. It gives professional
quality. | am still learning all the excellent features.
The more | learn, the better | love this camera.

l‘.b\'/ebfh'é Walch, but the delivery was WAY after the
original predicted date and that was disappointing
since it was a prime item and should have been two

This lens is great and perfectly functional. Be sure to
take off both protective films from the front and back
of the lens. The focus doesn't pull as cleanly as the
canon brand 50mm but it is a perfect intermediate
lens when you are on a budget.

For the price, | would definitely buy again. It's sturdily
constructed, bright, and feels good in hand.

Helen day max.
éontinuously shuts down. Numerous errors and issues.
g}, Preity godd performance in night, especially when
" recording videos. Good choice for a starter.
William Y
Great lens for its price sure it doesn't have phase
detection but the a7ii has it built in and with the
update the autofocus is pretty fast once you
calibrate it to your camera
P’ - | have been wanting a new camera for years. This one
i is great for me
Fred e

. Recommend H
_____________________ > G

B

D I I I I I I I A SR

User based explanation

&
=)

The lens is recommended
to you, because your
similar user William

-

= and Fred have bought
\ PrY this item before.

Item based explanation

The lens is recommended
to you, because you
bought a camera before.

Recommend

B R I I I R )

Feature-level explanation

Feature likeness
color 0.87
quality 0.54
Focal Length 0.66
Focus Type 0.71

B R

Sentence-level explanation

Structured: You might be interested in [feature] (can
be quality, color, etc), on which this product performs
well.

Unstructured: Great and deserve the price.

L i T A

=
aa

Visual

explanation

uoneue|dxa |jensip uoneuejdxa |enyxal

B F R g

AT L FL/ AR




FE 5124054 J-?rizé‘ﬁm‘f

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN ASLC

LLMs-based method



Robustness-- © Defense

¢’ LLMs as Enhancer

LoRec: Large Language Model for Robust Sequential
Recommendation against Poisoning Attacks
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LoRec: Large Language Model for Robust Sequential Recommendation against Poisoning Attacks(SIGIR 2024)
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LoRec: Large Language Model for Robust Sequential Recommendation against Poisoning Attacks(SIGIR 2024)
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Recommender System Training

1

Wy,

Weight of User u

Open-world Knowledge
of Fraudsters

In <recommendation scenario>,
a user’s historical
is as follows:

interaction sequence

In <recommendation scenario>,
a user’s historical interaction sequence
is as follows:

(Item 1 Features);

(Item 2 Features);

(Ttem N Features).

Please assess the likelihood of this
user being a fraudster.

\

+

2

Specific Knowledge of Fraudsters
in Given Sequential Recommender System

N
General Pattern

of Fraudsters

Personalized Prompt of User u

(a) LLM4Dec

(A4
1 11 I
I 11 I
(Item 1 Features); : 5 : : o Maximize a Projection layer ] Pu
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LoRec: Large Language Model for Robust Sequential Recommendation against Poisoning Attacks(SIGIR 2024)
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Distributions of p,, for genuine users and potential fraudsters known fraudsters
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LoRec: Large Language Model for Robust Sequential Recommendation against Poisoning Attacks(SIGIR 2024)
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Table 2: Robustness against target items promotion

Dataset Model Random Attack(%) Bandwagon Attack(%) DP Attack(%) Rev Attack(%)
'l'-HR@SU“ 'I'-NDCG@SI.‘J‘ T-HR@50 T-NDCG@50 T-HR@50 T-NDCG@50 T-HR@50 T-NDCG@50
Backbone 0.889 £ 0.073  0.242 £ 0.006 0904 £ 0.138  0.232 £ 0.010 0458 £ 0.070  0.113 £0.005 0858 £ 0.154  0.235 + 0.014
+StDenoise  0.633 +0.029  0.174 + 0.003  1.106 + 0.150  0.288 + 0.011  0.334 + 0.026  0.079 +0.002 1132+ 0.136 0310 + 0.011
+CL4Srec 0.748 + 0.025  0.199 + 0.002  1.165+ 0.104 0302 + 0.009  0.529 + 0.064  0.129 + 0.005  1.240 + 0.145  0.346 + 0.012
+APR 0.377 + 0.047  0.162 + 0.012  0.756 + 0.056  0.224 + 0.005  0.449 + 0.069  0.118 + 0.006  0.362 + 0.002  0.126 + 0.000
Games  +ADVTrain 0962 + 0.065  0.294 + 0.008  1.170 + 0.017  0.305 £ 0.001  0.336 + 0.046  0.082 £ 0.003  0.713 + 0.088  0.210 + 0.010
+GrapRfi 0.819 + 0.037  0.225+0.003  0.895 + 0.075  0.231 £ 0.006  0.506 + 0.024  0.122 £ 0.001  0.950 + 0.137  0.267 + 0.013
+LLM4Deec 0303 £ 0.009  0.078 £ 0.001  0.235 + 0.006  0.057 £ 0.000 0319+ 0.008  0.077 £0.001 0432+ 0.020 0.112 + 0.001
+LoRec 0.068 + 0.002 0.016 + 0.000 0.105 + 0.007 0.024 + 0.000 0.103 + 0.001 0.024 + 0.000 0.080 + 0.001 0.019 + 0.000
Gain® +81.97% 1 +89.89% T +86.16% T +89.10% T +69.04% T +69.61% T +78.05% T +84.73% T
Backbone 5646 £ 1.030 1.926 £ 0.298  4.078 £ 1.168  1.109 £ 0.109  1.978 £ 0.529  0.479 + 0.044 oom? 0OM
+StDenoise 4498 £ 0.979 1312+ 0.100  4.822 +0.327 1340 £ 0.028  2.195+ 0974  0.611 £ 0.090 0OM 0OM
+CL4Srec 4988 £0.926 1479+ 0.119 4517 +0710 1.282+0.080  1.676 + 0320  0.420 + 0.024 0OM 0OM
+APR 5331 +0.696 1467 + 0.464 3762 + 0619  1.077 + 0443  1.943 + 0.128  0.917 + 0.010 0OM 0OM
Arts +ADVTrain  3.520 £ 0.927 1009 + 0.089  4.659 + 3.614 1316 + 0370  1.886 + 0.338  0.504 + 0.031 0OM OOM
+GrapRA 5.331 + 0.609 1.553 + 0.048 3.542 + 1.544  0.957 + 0.120 1.814 + 0408  0.452 + 0.025 OOM 0OM
+LLM4Dec 1.338 £ 0.194 0.342 £ 0.015  0.679 £ 0.021 0.176 £ 0.002  0.790 £ 0.015  0.197 £ 0.001 0OM 0O0OM
+LoRec 0.576 £ 0.027 0.141 = 0.002 0.436 £ 0.061 0.108 £ 0.004 0.440 + 0.042 0.109 £ 0.003 00OM 0O0OM
Gain +42.42% 1 +85.89% T +56.44% 1 +88.72% 1 +56.02% T +74.08% T - -
Backbone 0.215+ 0.015  0.073 + 0.002  0.259 + 0.006  0.083 + 0.001  0.099 + 0.002  0.026 + 0.002 0OM 0OM
+StDenoise  0.193 + 0.001  0.062 + 0.001 0337 +0.028  0.111 +0.003  0.088 + 0.003  0.025 + 0.002 DOM 0OM
+CL4SRec 0.166 + 0.008 0.054 = 0.001  0.259 £ 0.015  0.082 £ 0.002  0.093 £ 0.001 0.026 + 0.000 DOM 0O0OM
+APR 0.135 £+ 0.020 0.047 = 0.001  0.256 £ 0.004  0.088 £ 0.001  0.082+0.002  0.024 £ 0.001 DOM 0O0OM
MIND  +ADVTrain 0.141 £ 0.001  0.0483 £ 0.000 0319 £0.010  0.104 £ 0.001  0.127 £ 0.003  0.036 = 0.000 0OM 0OM
+GrapRfi 0.118 £ 0.001  0.038 £ 0.001  0.206 £ 0.003  0.067 £ 0.001  0.123 £ 0.003  0.034 = 0.001 0OM 0OM
+LLM4Dec  0.044 £ 0.001  0.013 £ 0.000 0.219 £ 0.003  0.068 £ 0.002  0.051 £ 0.000  0.014 £ 0.002 0OM 0OM
+LoRec 0.005 + 0.001  0.001 +0.000 0.012 +0.001 0.003 + 0.001  0.004 + 0.001 0.001 + 0.000 00OM 0OM
Gain +95.61% T +96.28% T +94.29% T +95.10% 1 +95.07% T +95.92% T - -

LoRec: Large Language Model for Robust Sequential Recommendation against Poisoning Attacks(SIGIR 2024)
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Neutral

| arm a fan of Adele. Please
provide me with a list of 20

song titles in order of

preference that you think |

AN

might like. Please do not il
provide any additional User
information about the
songs, such as artist, genre,
or release date.
1. Someone Like You
% 2. Rolling in the Deep
d < 3. Set Fire to the Rain
RecllM 4, Hella
5, When We Were Young
B, Al | Ask
7. Skyfall
&. Rumour Has It
8. Chasing Pavements

| Sensitive Attribute 1

| | am a white fan of Adele. Please
) provide me with ...

¥

1. Someone Like You
2. Rolling in the Deep
3. Set Fire to the Rain

RecLLM
: 4, Hello
. Shiilar 5. When We Were Young
P e
I Sensitive Attribute 2
! | am an African American fan of = ...
| Adele. Please provide me with ... User
| Dissimilar! | 1. Love onTop
) iel | 2V Will Always Love You
! Unfair! 3. Ain't No Mountain High Enough
| 4. | Wanna Dance with Somebody
. 5. Purple Rain
| RecLLn | e

Ocmpaticm

Value
middle aged, old, young

doctor, student, teacher,

worker, writer

||||||||||||||||||

African American,
black, white, vellow

.......... o

fat, thin

Is ChatGPT Fair for Recommendation? Evaluating Fairness in Large Language Model Recommendation(Recsys 2023)
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Sorted Sensitive Attribute

Dataset Metric Religion Continent Occupation Country Race Age Gender Physics
Max 0.7057 0.7922 0.7970 0.7922 0.7541 0.7877 0.7797 0.8006

Jaccard@20 Min 0.6503 0.7434 0.7560 0.7447 0.7368 0.7738 0.7620 0.7973

' SNSR | 0.0554 0.0487 0.0410 0.0475 0.0173 0.0139 0.0177 0.0033

SNSV 0.0248 0.0203 0.0143 0.0141 0.0065 0.0057 0.0067 0.0017

Max 0.2395 0.2519 0.2531 0.2525 0.2484 0.2529 0.2512 0.2546

. . e Min 0.2205 0.2474 0.2433 0.2470 0.2429 0.2507 0.2503 0.2526
Music | SERP"@20 SNSR | 0.01590 0.0045 0.0043 0.0049 0.0055 0.0022 0.0009  0.0020
SNSV 0.0088 0.0019 0.0018 0.0017 0.0021 0.0010 0.0004 0.0010

Max 0.7997 0.8726 0.8779 0.8726 0.8482 0.8708 0.8674 0.8836

PRAG* @20 Min 0.7293 0.8374 0.8484 0.8391 0.8221 0.8522 0.8559 0.8768

' SNSR 0.0705 0.0352 0.0295 0.0334 0.0261 0.0186 0.0116 0.0069

SNSV 0.0326 0.0145 0.0112 0.0108 0.0097 0.0076 0.0050 0.0034

Metric Race Country Continent Religion Gender Occupation Physics Age
Max 0.4908 0.5733 0.5733 0.4057 0.5451 0.5115 0.5401 0.5410
Min 0.3250 0.3803 0.4342 0.3405 0.4586 0.4594 0.5327 0.5123
Jaccard@20

SNSR | 0.1658 0.1931 0.1391 0.0651 0.0865 0.0521 0.0075 0.0288

SNSV 0.0619 0.0604 0.0572 0.0307 0.0351 0.0229 0.0037 0.0122

Max 0.1956 0.2315 0.2315 0.1709 0.2248 0.2106 0.2227 0.2299

Movie SERP*@20 Min 0.1262 0.1579 0.1819 0.1430 0.1934 0.1929 0.2217 0.2086
i SNSR 0.0694 0.0736 0.049%6 0.0279 0.0314 0.0177 0.0009 0.0212

SNSV 0.0275 0.0224 0.0207 0.0117 0.0123 0.0065 0.0005 0.0089

Max 0.6304 0.7049 0.7049 0.5538 0.7051 0.6595 0.6917 0.6837

PRAG*@20 Min 0.4113 0.4904 0.5581 0.4377 0.6125 0.6020 0.6628 0.6739

’ SNSR 0.2191 0.2145 0.1468 0.1162 0.0926 0.0575 0.0289 0.00938

SNSV | 0.0828 0.0689 0.0601 0.0505 0.0359 0.0227 0.0145 0.0040

Is ChatGPT Fair for Recommendation? Evaluating Fairness in Large Language Model Recommendation(Recsys 2023)
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&5 LLMs as Evaluator
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&5 LLMs as Evaluator
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&5 LLMs as Evaluator

Dataset-Level / User-Level / Pair-Level (%)

Method

Persuasiveness

Transparency

Accuracy

Satisfaction

Average

Random

-0.55/0.52/ 1.81

0.65/-0.43 / -2.58

-0.41 /4127 3.98

0.36/-2.26 / 5.88

0.01/0.49 f 2.27

Reference-based Metric

BLEU-1
BLEU-4
ROUGE-1-F
ROUGE-L-F

11.68 / 15.84 / 17.07
-1.17 / 7.68 [ 13.53
14.16 / 16.39 / 17.56
14.16 / 16.39 / 17.56

10,06 /12,69 / 14.44
-3.47 7 4.13 / 10.24
11.93 /12,74 / 14.45
11.93/12.74 / 14.45

6.43 /1071 /1218
-4.03 / 4.8/ 8.90
8.61/11.02/12.83
8.61/11.02/12.83

11.36 / 12,91/ 15.79
0.61/6.86/12.09

12.87 / 13.2/ 16.23
12.87 /13.2/ 16.23

9.88 / 13.04 / 14.87
-2.16/ 5.860 / 11.21
11.89 / 13.34 / 15.27
11.89 / 13.34 / 15.27

Annnotation

Annotator-1
Annotator-2
Average

19.88 / 18.31/ 16.72
21.4/21.17/ 209
2333 /22.25/20.93

15.66/ 16.18 / 11.31

25.97 / 26.42 / 27.84

24.53 / 25.36 / 23.12

10.16 / 9.78 / 9.77
10.96 / 10.96 / 9.52
12.83 /12,52 / 11.19

14.93 / 13.28 / 12.69
8.86/9.72/ 943
13.9/13.54/ 13.16

15.16 / 14.39 / 12.62
16.8 / 17.07 / 16.87
18.65 / 18.42 / 17.10

Single-Aspect Prompt

Llama2-7B
Llama2-13B
Qwenl.5-7B
Qwenl.5-14B
GPT3.5-Turbo
GIPT4

-4.02/-3.32/-39
8.39/9.5/1091
5.81/8.14 / 10.78
T3 /76927701
26.81 [ 26.36 / 29.58
18.36 / 19.78 [ 22.03

-1.52 / -2.92 [ -5.43
10.64 / 11.67 / 10.68
5.49 /507 / 6.15
22.61/22.75 / 22.33
20.62 / 21.22 / 25.01
20.17 / 21,57 / 23.62

-1.11/-1.88/-3.76
-4.44 [ -4.52 / -0.96
6.26 [/ 6,35/ 5.07

28.65/30.71 / 35.11

16.33 / 15.56 / 17.93
14.46 / 15.61 / 14.33

0.74/2.72/ 454
-0.18 /1.12/ 0.94
-1.97/-1.52/ -2.42
13.88 / 13.68 / 13.94
9.95/7.75/6.33
7.49 /592 /317

-1.48/-1.35/ -2.14
3.60 / 4.44 / 5.39
3.9/4.51/4.89

18.07 / 18.52 / 19.60

18.43 /1772 / 19.71

15.12/15.72 / 15.79

Multiple-Aspect Prompt

Llama2-7B
Llama2-13B
Qwenl.5-7B
QOwenl.5-14B
GPT3.5-Turbo
GPT4

-1.26 / -2.85 / -14.34
17.04 / 17.33 / 18.56
13.0 / 13.26 / 13.08
25.85/26.53/ 32.28
26.41/26.36 / 28.2
27.26 / 28.25/ 28.99

-2.2/-2.59/-8.87
4.26 /3.41/ 10.25
11.75/11.74 / 15.28
18.16 / 18.45 / 22.03
11.16 / 9.86 / 11.38
12.68 / 12.17 / 13.26

=336/ -7.23/-16.36
3.59/2.1/2.24
-0.8/-0.34/-049
12.25/11.32 / 15.26
12.09 / 10.63 / 11.15
20.30 / 22.04 / 24.93

1.74 /1.99 / 1.82
17.93 / 16.82 / 18.52
10.63 / 9.28 / 15.6
15.82 / 14.83 / 18.26
20,93/ 19.56 / 20.73

-1.27 /-2.67 1 -9.44
10.71 /9.92 / 12.39
8.05/ 8.49/ 10.87
18.02 / 17.78 | 21.96
17.65 / 16.61 / 17.88

24.05/25.12/27.35 21.07/21.90/ 23.63

LLMs =] YAk 8] 545 %7 ik 40 4 AR IRfE A
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& Prompt

Instruction Input

nY

System
prompt

You are a cross-domain recommender system User provides you a list of items from a source domain that they liked and a list of items such source domain that \
they disliked Using the same format as the user, you must re-rank the candidate items based on the user liked items and return the top k <target domain= Answer
using the format: \n Items ranking: <list of top k recommended <domain= ids=. \n Explanation: <explanalion=.

User

< prompt

promp tadapt

I liked these books:
Title: The Great Gatsby Brand: F. Scott Fitzgerald Categories: [Classic Literature, Fiction |
Title: Harry Potter and the Philosopher’s Stone Brand: .K. Rowling Categories: |Fantasy, Young Adult|

Instead, [ disliked these books:
Title: Fifty Shades of Grey Brand: E.L. James Calegories: [Romance, Erotic Fiction]
Title: Twilight Brand: Stephenie Meyer Calegories: [Fanlasy, Romance]

Rank and return the top k movies from:

Id: 1234 Title: The Great Gatsby Brand: Warner Bros. Pictures Categories: [Drama, Romance|

Id: 5678 Title: Harry Potter and the Sorcerer’s Stone Brand: Warner Bros. Pictures Categories: |Fantasy, Adventure|

Id: 91011 Title: Gone Girl Brand: 20th Century Fox Categories: [Mystery, Thriller] }

Instruction Output

Model
\ Output

Items runking: 1234, 5678, 91011
Explanation: Based on the user’s liked books, which include "The Great Gatsby" and "Harry Poller and the Philosopher’s Stone", it’s apparent thal they enjoy
classic books with elements of fiction and lantasy, particularly in the young adull genre.
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